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Foreword
In recent years, Oracle security has assumed a whole new meaning for many people in organizations around the world; we h ave seen the rise of regulatory requirements and worse still a h uge
rise in the reporting of data loss. While not from an Oracle database, the recent loss of two CDs
in the United K ingdom containing a ll the child beneﬁt details of over 25 million people could
not be a more graphic example for people who want their data to remain secure. Securing Oracle
databases is more important today than it was many years ago when I started dedicating my business and research life purely to thinking about and providing companies and the community with
assistance in securing their data held in Oracle databases.
Companies have also been more widely reporting an increase in internal rather than external
attacks to their systems. This is of the highest signiﬁcance for the security of data held in an Oracle
database as in today’s world the use of perimeter security is of little value when it comes to securing
the data. Unfortunately, most companies have open network a rchitectures a nd most employees
have indirect or direct access to the database (whether intended or not) due to open routing policies and also standard desktop builds. As we have seen, the biggest threat in recent times comes
from internal attacks; this could again be intentional or unintentional. Remember, in the world
of securing data, the adversary that the Database Administrator (DBA) has to compete with may
not be a hacker; he or she may be a fellow employee who has too much access that allows damage
and unauthorized changes to data and the database itself to occur, or any other of the myriad of
situations that allow people unauthorized access, again intended or not.
Securing an Oracle database and the data held in it should be of utmost importance to all of
the people within an organization—from the managers who write the checks to the DBAs, developers, security analysts, users, and owners of the data. Securing data held in an Oracle database is
not “rocket science” but it is complex because the Oracle database itself is complex and inﬁnitely
conﬁgurable and also because the applications, data needs, and use are also inﬁnite and diﬀerent
for each organization. Wow! This sounds like a big problem, doesn’t it? If every system, application, conﬁguration, u se, p eople, a nd so o n i s d iﬀerent we c learly n eed b est p ractices to s ecure
Oracle and the data.
I should make a c lear distinction here. The task of securing the “data” should be held separately from the task of securing the “Oracle software.” Why is this? Well, simply put, following a
checklist or “tip sheet” is not good enough. We must ensure that this is done as practitioners of
“securing data”; yes, securing data must come ﬁrst and not securing the software; we must understand the data, understand its use, understand what I call its “ﬂow”; how does the data get into the
database, how does it leave the database, and where is it at rest. Only then can we start to secure
the data using the tools provided by Oracle.

xi
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Foreword

I am a believer in best practices and ideas—good ideas, not just simply ticking oﬀ checklists.
I believe that if you understand your data you can secure it. I have helped deﬁne best practice and
helped many clients secure their data. A methodology should teach the principles and obviously
discuss the features and tools that Oracle provides, but it must also teach how to understand the
risks to the data. Ron’s book is clearly written and focuses on the core technology available from
Oracle to secure your data, but, importantly, it discusses why you should secure your data and
then provides guidelines as to how you should do it using out-of-the-box tools. This is important
as it means the book is useful to any customer of Oracle since Ron uses the techniques and tools
provided with the Oracle license (additional cost options are discussed, as well such as Audit vault
or Virtual Private Database). This i s a p ractical book that any layman can follow and the core
concepts are well explained. Did I mention that Oracle security is complex…? ; well Ron cuts to
the quick and covers all the core issues. I like to think an ideal book teaches the reader the “how”
and the “why,” which they can then apply to all aspects of the security of their data. I think Ron
has achieved this. I w as particularly impressed with the clear discussions on privileges; this has
been my main bugbear with lots of customers; I see lots of sites with excessive privileges, serious
privileges, wide-ranging access for lots of people; if we can teach users of data the importance of
access to only the data they should access and only at the times they should access it, we would
have made massive progress toward secure data. Enjoy this book but most importantly learn from
it and use it to secure your data.

Pete Finnigan
Managing Director,
PeteFinnigan.com Limited
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Chapter 1

Introduction: How This
Book Will Help You Be
Secure and Compliant
The word Oracle means (from Wikipedia):
An oracle is a person or agency considered to be a source of wise counsel or prophetic
opinion; a n infallible authority, u sually spiritual in nature. It may a lso be a re vealed
prediction or precognition of the future, from deities, that is spoken through another
object (e.g.: runemal) or life-form (e.g.: augury and auspice). In the ancient world many
sites gained a reputation for the dispensing of oracular wisdom: they too became known
as “oracles”, and the oracular utterances, called khrēsmoi in Greek, were often referred
to under the same name — a name derived from the Latin verb ōrāre, to speak.
A pretty good name for a database management system (DBMS). But there is another important bit of history behind the use of the word Oracle to name the database engine. Much before
Oracle was a company as we know it today, Larry Ellison and Bob Miner, two of the founders of
Software Development Labs (which later became Oracle), were wo rking on a c onsulting project
for the Central Intelligence Agency (the CIA in the United States). The CIA wanted to use a new
Structured Query Language (SQL) that IBM had written a white paper about. The code name for
the project was Oracle (the CIA saw this as the system to give all answers to all kind of questions
intelligence analysts had). Larry Ellison and Bob Miner saw the opportunity to t ake what they
had started as part of this project and market it. So they used that project’s code name of Oracle
to name their new database engine and later the company.
Today, Oracle i s t he number one d atabase en gine ba sed on a ny metric a nd it dominates
many geographies and many verticals/industries. Perhaps the vertical that it dominates most
is that of military organizations, agencies such as the CIA, National Security Agency (NSA),
Federal Bu reau o f I nvestigation ( FBI), a nd o ther o rganizations w here s ecurity i s o f u tmost
1
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importance. Th is is part of the company’s legacy and it is evident in the product. Maybe this
origin is the reason that Oracle has more security-related functions, products, and tools (both
built by Oracle as well as available as third-party products) than any other comparable DBMS
in the world.
Unfortunately, th e f act th at th ese ca pabilities e xist d oes n ot m ean th at th ey ar e a lways
well-known and used correctly. In fact most users of the Oracle database, even those who have
been working with Oracle for many years, are often familiar with less than 20 percent of the
security mechanisms within Oracle. Th is leads sometimes to insecure Oracle environments and
other times to implementation which use the wrong tools—meaning a lot of unnecessary work
and solutions which require too much eﬀort to sustain over time. One of the main goals of this
book is to re view t he methods a nd tools ava ilable for securing Oracle so t hat when you have
to implement any security-related requirement (be it access control, audit trails, conﬁ guration
assessment, encryption, etc.), you know how to navigate the options, which tool to use for which
scenario, and how to avoid common pitfalls.

1.1 Why Secure the Data?
Let’s start with understanding why you must invest in Oracle security. This sounds like a silly
question—but you’ll have to answer this question in one form or another once you start asking
for budgets. It’s quite obvious why you need to secure the data—right? Everything you care about
sits in a database (and if you’re reading this book most likely a lot of it is in an Oracle database).
Whether it is ﬁ nancial company d ata, d ata about customers, d ata about employees, credit c ard
information—it i s u sually s tored i n a d atabase. There a re m any other forms t hat t his d ata c an
take—data in documents, data in e-mails, data in IM messages, etc. These do n ot u sually l ive
inside the database and there are other tools and techniques (not covered in this book) for securing
these endpoints. These d ata e lements a re o ften p ermutations o f d ata t hat w as so urced f rom
a d atabase. A lmost a ll i nformation t hat yo u a nd yo ur o rganization c onsider to b e va luable
resides in a database in some form or at some point in time. Obviously, you need to secure
these “crown jewels.”
So far so good. But now let’s start asking slightly diﬀerent questions. Suppose t hat you did
your analysis and go to your management with a proposal to secure the database that will cost
$50,000 (or Euros, or Pounds, or whatever your currency may be) per database. What if your proposal required you to add 10 to your headcount? Will it still be so obvious that you need to secure
the data (to that level)? Management will most likely not want to have the data “so secure” at that
point. If you map your requirements and request $1000 per database; will it then be approved?
That depends on what value this investment provides at a business level and what business problem
this investment solves. Security, like any other IT investment needs to be justiﬁed and being able
to answer the question of “why secure the data” (or the less simplistic variants of this question)
is important.
At a v ery high level, t he reasons for securing your data fall into t wo broad c ategories—you
need to avoid a data breach and you need to remain in compliance with some internal or external
set of requirements. Both data breaches and noncompliance can cost an organization dearly.
A data breach can damage a company’s brand, can lead to loss of customers, and always costs a lot
of money—money spent on remediation, compensation, investigations, audits, notiﬁcation, etc.
Noncompliance too can be very costly. Noncompliance leads to ﬁnes, can lead to loss of a license
to operate the business, can lead to c ontinual expensive audits for many years to c ome, etc.
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The justiﬁcation for investing in securing Oracle is simple—it is a f ar lower cost t han t he cost
involved with a data breach or noncompliance.
When you build your business case for elevating the security of your data you may have to justify it with a return on investment (ROI). When you build your business justiﬁcation you should
ﬁrst list the essential elements that must be performed to achieve an acceptable level of security and
compliance. You usually do not need to justify this part with an ROI. Security is in many ways
like buying insurance. There is no ROI on buying home insurance. If nothing happens during that
year (and normally nothing does) then you get no return on a sizable investment. But if your house
burns down—well, then you’ll be very happy you bought insurance. Security is similar—if there
is an attempt to hack your database and it is foiled, your investment has paid oﬀ. What is usually
more important than ROI is the total cost of ownership (TCO) of the proposal.
Once yo u h ave de ﬁned t he e ssential e lements t hat h ave to b e i mplemented c omes t he s econd part—your implementation plan. This is where ROI comes in. Given a set of requirements,
there a re u sually m any w ays to a chieve t hem. S ome m ay i nvolve to ols a nd others m ay i nvolve
manual work done by staﬀ. At this point, you will have to justify your decisions to implement one
method over another—and this is done by showing that one method has a much better ROI than
another.
Data Breaches
There are many resources and Web sites that track data breaches. For example, the Privacy Rights
Clearinghouse keeps a chronology of data breaches that have been reported that involve data
that can be useful to identify thieves—including Social Security numbers, account numbers, and
driver’s license numbers. This list enumerates more than just database-related breaches—it lists all
kinds of data-related breaches (which include also things like stolen laptops, etc.). This list only
covers reported incidents—and not all incidents are reported by any stretch. The list covers only
incidents reported in the United States. This includes a r unning total of the number of records
that have been compromised. Here too, this number is understated because in many incidents the
number of aﬀected records is unknown and therefore not counted. Just to give you an idea of the
magnitude of the problem—between 2005 and June 2008 there have been at l east 225 million
records compromised as part of the reported data breaches in the United States. Another good list
is the Data Breach Blog that is maintained by SC magazine.
Here is a small sampling of some known incidents involving database breaches (not necessarily
Oracle databases):
䡲 In February 2003 the BBC reported an attack on a database that held credit card accounts
where the attacker gained access to more than ﬁve million Visa and Mastercard accounts.
䡲 In Oc tober 2 004 a h acker c ompromised a d atabase c ontaining s ensitive i nformation o n
more than 1.4 million California residents. The breach occurred on August 1 but was not
detected until the end of the month. The database in question contained the names, addresses,
Social Security numbers, and dates of birth of caregivers and care recipients participating in
California’s In-Home Supportive Services (IHSS) program since 2001. The data was being
used in a UC Berkeley study of the eﬀect of wages on in-home care and was obtained with
authorization from the California Department of Social Services. The hacker had reportedly
taken a dvantage o f a n u npatched s ystem a nd a lthough oﬃ cials de clined to s tate w hich
vendor’s database was the subject of the attack they did report that it was a “commercially
available product with a known vulnerability that was exploited.”

AU4127_Book.indb 3

2/3/2009 3:59:20 PM

4

䡲

HOWTO Secure and Audit Oracle 10g and 11g

䡲 In August 2005 an Air Force spokesman reported that a hacker tapped into a U.S. military
database containing Social Security numbers and other personal information for 33,000 Air
Force oﬃcers and some enlisted personnel.
䡲 In April 2006 Computerworld reported on a case in which an employee at Progressive
Casualty I nsurance w rongfully a ccessed i nformation on f oreclosure pr operties s he w as
interested i n buying. There w as no h acking i nvolved—just a m isuse of i nsider privileges.
When t he i ncident w as d iscovered t he c ompany s ent o ut l etters i nforming p eople t hat
conﬁdential information had been accessed by this employee who was ﬁ red. The incident
was discovered because a local woman complained about receiving calls from a Progressive
agent i nquiring a bout h er h ouse b eing u nder fo reclosure—not b ecause t here w as a ny
database monitoring or auditing in place.
䡲 In September 2006, the virtual reality game SecondLife reported that one of its databases
containing unencrypted user information was breached.
䡲 In Oc tober 2 006, a n oﬃ cial w ith t he I llinois B allot I ntegrity P roject, a n ot-for-proﬁt
organization dedicated to the correction of election system deﬁciencies, reported that the
organization h acked i nto t he voter d atabase for t he 1.35 m illion voters i n t he city of
Chicago a nd c ould h ave n ot o nly s tolen p rivate i nformation b ut a lso cre ate e lection
problems by modifying status and data.
䡲 In June 2007, eWeek reported that Fidelity National Information Services, an electronic
payment processor, ﬁ red a d atabase a dministrator (DBA) a fter t hey found t hat t he DBA
stole and sold customer data exposing as many as 2.3 million bank and credit card records.
The DBA, who worked at the company’s Certegy Check Services unit, sold the information
to a data broker who in turn sold some of it to direct marketers. These activities led to
customers receiving marketing solicitations—which was how the incident was exposed.
䡲 In July 2007, credit card information, names, addresses, and phone numbers were h acked
from a Western Union database.
䡲 In August 2007, Monster.com reported that details of over 1.6 million job seekers and information on 146,000 subscr ibers to u sajobs.gov re siding i n a re sume d atabase m anaged by
monster.com has been stolen.
䡲 In September 2007, TD Ameritrade reported that information on 6.3 million customers
was stolen from one of its database. The stolen information included names, addresses,
and e-mail addresses plus a variety of account activity information. The company reported
that it d iscovered a nd eliminated u nauthorized c ode. A lthough it d id not provide f urther details, it is likely that this was done by a privileged user. TD Ameritrade said it
discovered t he breach a fter customers said t hey had received spa m oﬀ ering unsolicited
investment advice.
䡲 In January 2008, a hacker broke into a database of the Davidson Companies, a ﬁnancial
services ﬁrm. The hacker obtained the names and Social Security numbers of practically
all o f t he c ompany’s c lients a s we ll a s i nformation re lating to a ccount n umbers a nd
balances.
䡲 In March 2008, Ha rvard University reported t hat t he d atabase c ontaining su mmaries of
GSAS ap plicant d ata h ad b een c ompromised a nd t hat a bout 10,000 o f 2 007 ap plicants’
personal information may have been compromised. At least 6000 Social Security numbers
were exposed and a compressed 125 MB ﬁ le containing the stolen data is available through
BitTorrent, a peer-to-peer network. The ﬁle included server backups of three databases and a
note was attached which reads “maybe you don’t like it but this is to demonstrate that persons like … (admin of the server) in that they don’t know how to secure …”.
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䡲 In M ay 2 008 C omputerworld rep orted t hat a p rofessional p enetration te ster (an e thical
hacker) managed to hack his way through to a major FBI crime database within a mere six
hours.
Data breaches have, unfortunately, become part of our daily lives. In addition to looking at
long lists of incidents, it is instrumental to look at some commonalities. One of the best sources
for learning about these is the 2008 Data Breach Investigations Report—a study published by
the Verizon Business R ISK Team. This report draws from over 500 forensic engagements handled by the Verizon Business Investigative Response team over a period of four years. The report
provides statistics on how breaches occur, where t hey occur most (in ter ms of verticals), what
methods were u sed, and more. For example, the report lists that most breaches resulted from a
combination of events rather than a single event but in almost all cases some form of error contributed to a c ompromise, whereas less than a q uarter of attacks exploited vulnerabilities. This
shows how important it is to k now how to use the security options correctly. Of the incidents
due to v ulnerabilities, 9 0 p ercent of t he v ulnerabilities e xploited by t hese at tacks h ad patc hes
available for at least six months prior to the breach (hence, you’ll learn how to read Critical Patch
Updates in Chapter 2).
The report also ﬁnds that nine of ten breaches involved something that is unknown to the
owner—the most common one being data that was not known to exist on the compromised
system. Th is is shown in Figure 1.1. The report calls these recurring situations as the “Achilles
heel in the data protection eﬀorts of every organization.” Th is is perhaps the most important
theme in data breaches—you cannot protect that which you do not know about and you cannot secure what you cannot see. The importance of visibility—visibility into where sensitive
data resides, visibility into who or what is accessing sensitive data, visibility into controls—is
perhaps t he most important element t hat must exist for a d atabase to b e secure. Two other
very disturbing facts that the report ﬁ nds is that most breaches go undetected for a long time
and are discovered more often by a third party than the breached organization and that most
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attacks are low to moderate in diﬃculty—i.e., the attacker does not h ave to work too hard.
Speciﬁcally, the report ﬁ nds that
䡲 66 percent of attacks involved data the victim did not know was on the system.
䡲 75 percent of the breaches were discovered by a third party and not the breached organization—as shown in Figure 1.2. The report goes on to present the data shown in Figure 1.3
regarding the time until discovery. This is a v ery serious ﬁ nding—it shows that there is a
great de ﬁciency i n monitoring a nd aud iting. There i s a h uge d iﬀerence between a b reach
that lasts for a d ay versus a b reach that goes on for months, and between a b reach that is
discovered and handled versus one where the victims (the people who’s data is stolen) cannot
defend themselves because they don’t even know they are victims.
䡲 83 percent of the attacks were not diﬃcult to perform.
䡲 87 percent of the attacks could have been avoided through reasonable controls.
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Figure 1.4 Which data is most often targeted?

Finally, if you have any doubt about the importance of database security in the battle against
data breaches, the report brings some statistics on the assets that were compromised. Data sits in
many places and takes many forms. Data can be in a database but can also reside on USB keys.
Data that resides in a database also exists in backups and taken oﬄine. As Figure 1.4 shows, compromises to online data repositories occurred more than ﬁve times more often than all other asset
classes combined!
Compliance
It would be wonderful if we invested in security because we were so disturbed by the many data
breaches we’ve seen and because we a lways want to do t he right thing—but the truth is that we
usually invest in security because we’re told to do so. Most of the investment in Oracle security is
made because of the need to comply with a regulation or a requirement.
There a re t wo k inds o f c ompliance re quirements—internal a nd e xternal. I nternal
requirements are policies that are defined within the company. They include policies set by
the information security or internal audit groups and they are usually derived from industry b est p ractices, f rom a re gulation, o r f rom p reparation fo r a n e xternal aud it. E xternal
requirements derive from a regulator or from external auditors. There are numerous examples
of r egulations t hat a ﬀect d atabase s ecurity—including Sa rbanes O xley (and its der ivatives),
the Payment Card Industry Data Security Standard (PCI DSS), various data privacy laws, and
many others. Some of these regulations are industry-speciﬁc, some are national (i.e., aﬀect only
companies operating in a certain country), and others relevant to companies of a certain size.
Most of these regulations do not directly set requirements related to d atabase security—they
need to b e interpreted a nd mapped to I T terms a nd t hese interpretations determine what is
required to be in compliance. Luckily, most of these regulations have been around long enough
to have a standard interpretation and one that is consistent with requirements set by industry
best practices.
Compliance is a very important driver—especially when it comes from an external source.
If you need to comply with a certain regulation, it is very hard to shut down a project for lack of
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